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Aims

To give the students an understanding of the principles behind a selection of advanced topics in computer network technology, including IP routing, IPv6 networking, wireless and sensor networking and network security and intrusion detection. 

Learning Outcomes

Knowledge and Understanding

Having successfully completed the module, you will be able to demonstrate knowledge and understanding of:

On completion of the course, students will be able to: 

· Understand the fundamentals of next generation computer networks 

· Design solutions for ad-hoc, mobile and pervasive computing 

· Understand the principles of operation of network security monitoring. 

· Understand the issues wireless networking, current standards (e.g. Bluetooth, 802.11, etc), and new application areas (e.g. wireless sensor networks). 

Topics Covered

· Bluetooth, 802.11, UMTS, 3G 

· Information theory, bandwidth, multiple access 

· Wireless sensor networks 

· IPv6 deployment scenarios and challenges, managing transition/integration 

· The Internet routing crunch - a new routing perspective 

· Mobile IPv6 rationale and operation - intra and inter site 

· Models to support (WLAN) network roaming, including eduroam 

· Advanced IP multicast, including IPv6 multicast and SSM 

· Peer-to-Peer network architectures 

· IP network management and monitoring, including performance issues 

· Dynamic host configuration methods 

· Future network technology and convergence 

· Network security principles 

· Characteristics of the attacker 

· Data collection 

· Intrusion detection with Snort 

· Intrusion prevention 

· Extrusion Detection 

Resources

Core Resources

· Tanenbaum A S, Computer Networks 4th Ed, Prentice Hall, 2003 (classic theory-oriented text) 

· Hagen S, IPv6 Essentials, O'Reilly, 2002 (recent, practical, very good)

· Bejtlich R, The Tao of Network Security Monitoring: Beyond Intrusion Detection, Addison-Wesley, 2005
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