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Goals:

The goal of Information Systems Security is to familiarize students with the security issues and technologies involved in modern information systems, including computer systems and networks. Students will gain an understanding of the various ways in which information systems can be attacked and tradeoffs in protecting networks. Students will gain an appreciation of the need to develop an understanding of underlying system applications and potential security issues early in the design process.
Recommended Text Books:

Bruce Schneier, “Secrets and Lies: Digital Security in a Networked World,” Wiley, ISBN 0-

471-25311-1

---, Applied Cryptography: Protocols, Algorithms, and Source Code in C,Wiley, ISBN 0-471-

11709-9.
Topics

This is the list of detailed topics and likely order. The specific schedule will vary by semester,

Depending on current issues.

Introduction

Definition of security

Assessing security

Security terminology

Historical developments

Structure of security

Cryptography

Applications of cryptography

Terminology

Evolution of cryptography, Caesar ciphers, one-time pads

Operation of DES, AES

Public-key cryptosystems

Topics in Information Systems Security

Minimum privilege

Compartmentalization

Dual controls

Security perimeters

Trustworthy software, proof of design correctness

Single-points-of-failure

Covert channels

Inference

Security models

Requirements

Types

State-machine models

Mandatory/Discretionary controls

Information-flow models

Informal models

Kerberos Authentication

Authentication in centralized systems

Distributed Authentication

Denial of Service attacks

Security vs. ATM, IP, wireless mobile networks

QoS

Traffic modeling

Network topology

Security Protocols

Zero-knowledge proofs

Subliminal channels

Oblivious transfer

Digital signature schemes

Bit commitment

Digital cash

Secure contract signing

Secure voting

Digital certified mail

Anonymous message broadcast
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